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Abstract— In this paper the requirements on communications 

for  firefighters are summarized and a concept for  utilizing all 
available communication networks and protocols is introduced. 
The applicability of several heterogeneous communication 
networks and protocols can be supported by the use of a 
Communication Service Module (CSM). The CSM is responsible 
for  autonomous selection and configuration of the most suitable 
communication network(s) based on profiles given by user 
applications. Thus, application development is simplified by the 
fact that only a (predefined) profile needs to be selected. 

Particular  focus in this paper is given to wireless ad hoc 
communications. First, the feasibility to use wireless ad hoc 
communications in a firefighting scenar io has been validated by 
own exper iments. Then, a new approach of duplicating packets 
and transmitting them simultaneously on multiple paths identified 
by the ad hoc protocol is presented. The feasibility of this 
approach is demonstrated by investigations and simulations 
per formed on multi-path routing, in par ticular  consider ing the 
inter ference imposed by simultaneous transmission on multiple 
paths. Results prove the feasibility to use multiple paths for  
transmitting duplicated packets. The increased traffic load caused 
by duplication cannot completely be absorbed by an improved 
overall per formance.  
 

Index Terms—Application of wireless ad hoc networks, multi-
path routing, wearable computing, wireless communications 
 

I. INTRODUCTION AND REQUIREMENTS  

IREFIGHTERS have demanding requirements on mobile 
communications. Firstly they cannot rely on any 

communication infrastructure to be present and functional at 
the place of fire. Secondly the capability to be able to 
communicate is mission critical and can decide on the life of 
the firefighter and other humans.  

Today mainly analogue radio is being used providing basic 
voice services, partly with encryption, in low quality, but 
mainly reliable. Nevertheless, communication is not always 
available as required. Digital communication is being 
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introduced in many places following for example the TETRA 
[2], [3] or TETRApol standard [4]. Different standards are 
introduced in Europe in different countries. Neither standard 
provides high data rates.  

In the framework of the wearIT@work project [1] extensive 
discussions and demonstrations have been performed with 
firefighters, in particular with the Fire Brigade in Paris, to 
identify and better understand the requirements of firefighters 
on wearable computing and communications.  

As most important requirements on communications reliable 
voice communication has been identified, which also needs to 
be available in adverse propagation environments. This voice 
communication is typically required between members of the 
team, as well as to the team leader (incident commander) at the 
fire engine and to remote experts. Furthermore a requirement 
of transmitting video from a thermal camera from one 
firefighter to his colleagues in his vicinity not having a thermal 
camera has been identified. Another requirement is to send 
still pictures e.g. from a chemical incident to an expert 
connected somewhere to the public switched network or the 
Internet.  

For voice communication usually real-time communication 
services are required, but in some cases even voice messaging 
would help, e.g. in the chemical incident. For instance, it is 
acceptable if the firefighter reads out a label of some 
dangerous chemical located within the building and transmits 
this voice message with a few seconds delay. 

The concept for providing communications to the firefighter 
is detailed in Section II. The technical feasibility is evaluated 
in Section III and in Section IV a promising approach using 
several paths in ad hoc networking in order to increase 
robustness of the end-to-end connection is introduced. The 
results together with an outlook are summarized in the last 
Section. 

II. CONCEPT OF WIRELESS AD HOC COMMUNICATIONS FOR 

FIREFIGHTERS 

Due to the fact that communication is mission critical, the 
underlying concept of providing connectivity to the firefighter 
is to use any available communication network and service. 
This includes wireless ad hoc communications. 

This means, the wearable computer supporting the 
firefighter needs to be equipped with different networking 
technologies, such as WLAN, TETRA, GSM, GPRS, UMTS, 
Bluetooth, or IEEE 802.15.4. The wearable computer needs to 
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select the most suitable technology automatically and switch 
between them seamlessly if necessary. He needs to be 
addressable, e.g. by a fixed IP address. 

In order to make different communication technologies and 
services usable for an application developer (and in the end for 
the firefighter), the concept of a Communication Service 
Module has been developed [5] in the framework of the 
wearIT@work project. This approach separates the application 
from the network configuration.  

In fact, the application only selects, updates, and stops a 
profile – and can obtain a network status in return. Knowing 
the network status, the application can adapt to the actual 
network status and link quality, e.g. by changing the coding 
rate of a video or audio application. Service quality (QoS), 
cost, security and power requirements are detailed in the 
profile. The simplified interface of the Communication Service 
Module allows applications to be easily coded and ported to 
wearable computing. The Communication Service Modules 
aggregates the QoS, cost, power and security requirements of 
the selected profiles over all applications and selects the most 
suitable network and service out of all actual available ones. 
This can be one or several network connections 
simultaneously. The Communication Service Module performs 
the configuration of the networking interfaces, routing and 
traffic shaping for the different applications. The availability 
of networks is regularly tested and in case of any changes, the 
network selection procedure is executed again.  

Employing this concept of a Communication Service 
Module, which has been implemented in a first simplified 
version [5], it is possible to roam across heterogeneous 
networks and utilize any available network without user or 
application intervention. 

Within wearIT@work the CSM is further integrated into a 
wearable software framework further easing the software 
development by binding business logic to network logic. With 
this it can be specified that certain application code, e.g. to 
transmit video, shall be executed if a specific user context, e.g. 
fireman is on his own in the building, and a specific 
networking status, e.g. more than 300 kbit/s without costs 
exists, becomes true [13]. 

One main assumption in the wearIT@work project for 
supporting the firefighter by wearable computing and wireless 
communications is the feasibility of using wireless technology 
in the firefighter’s mission. This needs to be validated. Two 
major questions have been raised in the project: Firstly the 
performance of radio propagation in fire, vapor and smoke is 
not commonly known and needs to be investigated. Secondly 
the feasibility to transmit voice over IP and still pictures via an 
ad hoc network in the firefighting environment needs to be 
validated.  

Therefore, different feasibility studies have been performed 
in the framework of the project, i.e. radio propagation 
measurements of different wireless technology in fire and 
smoke as well as video transmission via several wireless hops. 
These investigations are described in the next Section. 

Even though the results of the investigations validate the 
feasibility of wireless technology in firefighting applications, 
means have to be found to improve the reliability of the 
wireless communication link. One approach under 
investigation in the wearIT@work project is the use of 
multiple paths in ad hoc networks. A summary of simulations 
proving the feasibility is given in Section IV. 

III. FEASIBILITY OF WIRELESS COMMUNICATION IN 

FIREFIGHTING 

A. Radio Propagation in Fire 

In discussions with experts on firefighting, the feasibility 
was questioned to use Wireless LAN technology with several 
hundred kilobit per second effective throughput in an 
environment, where analogue devices with several Watts 
transmitting power fail. As few publications are available on 
radio propagation in fire, smoke, and vapor, real tests with 
different networking technology have been carried out in the 
framework of the wearIT@work project [6]. 

Therefore, different Wireless LAN standards (IEEE 
802.11a, 802.11b and 802.11n1), as well as Bluetooth and 
IEEE 802.15.4 have been tested through fire, smoke and vapor 
in a tunnel system at a test site of the Paris Fire Brigade (see 
Fig. 1). The QoS parameters throughput, delay (Round Trip 
Time) and jitter have been measured. 

The measurements have been taken at different points in the 
tunnel system for three phases: (I) without fire, (II) with fire 
and smoke, and (III) with vapor during the extinguishing 
phase. 

From the tests it is concluded that fire and smoke do not 
impact the performance of wireless technology severely. All 
2.4 GHz technologies show good performance, whereas the 5 
GHz IEEE 802.11a provides comparably short range coverage 
in the tunnel system even without fire and smoke. Vapor, 
 

1 MIMO enhanced 802.11g, complying to a wide extent the IEEE802.11n 
proposals still under discussion 
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Fig. 1.  Propagation Trials in Firefighting Scenario 
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generated during the extinguishing phase, clearly degrades the 
QoS of the wireless technology and reduces transmission range 
by about 20%. Communication was still possible up to 
approximately 40 m, which is considered to be sufficient for 
the application scenario. The increased jitter imposed by 
retransmissions at the limit of coverage during the 
extinguishing phase showed values of up to 100 ms, which 
needs to be considered as additional 100 ms delay. The 
resulting increased end-to-end delay however is still 
acceptable.  
 

B. Video Transmission over Multihop Wireless Networks 

In a second trial campaign at the premises of the Paris Fire 
Brigade video transmission over a double hop wireless link has 
been evaluated.  

As all communication systems in the 2.4 GHz showed 
almost equally good performance, tests have been performed 
using IEEE 802.11b and IEEE 802.11n1 only providing best 
support for network measurements and applications. 

Measurements were taken in a cellar system leading to a 
garage and in an NBC test room equipped with a heating 
system, valves, pipes etc. separated by a metal door to the next 
rooms (cf. Fig. 2). Despite two wooden and one metal door, 
the connection proved to have a good quality from outside the 
building into the NBC test room. This is valid for both tested 
systems. This is remarkable as analogue radio performs badly 
even within the NBC room. 

In the cellar system measurements were taken from a 
corresponding node outside the building (like the fire engine) 
via an access point located at the entrance of the cellar to the 
mobile node (firefighter) moving through the corridors. Video 
was also transmitted from outside to inside. Here, IEEE 
802.11n1 clearly outperforms 802.11b. Obviously, the applied 
MIMO technology is particularly beneficial in the corridors of 
the cellar. For this typical environment with an overall size of 
approximately 20m x 15m, the authors proved that a complete 
coverage with an access point located outside or at the 
entrance of the cellar could not be reached. Therefore, in order 
to provide a reliable coverage through a cellar and corridor 
system, a mobile wireless ad hoc router is required. This can 
be placed by firefighters at junctions when entering the 

building and can autonomously configure itself. It runs on 
battery and provides an ad hoc communication between the 
firefighter inside the building and the outside world.  

Using video streaming in this environment with a double 
hop connection performed well. As long as sufficient effective 
bandwidth is available, the video plays with a quality as 
determined by the encoder and camera. VLC [7] with a fixed 
data rate has been used in the trials. For a real system 
customized for the firefighter, a codec with variable rate 
adapting to the link speed is beneficial. Thus, a lower 
resolution video can be used when sufficient bandwidth is not 
available and the number of connection losses finally can be 
reduced.  

In conclusion, it has been shown, that the use of high data 
rate services like video streaming over a double hop in a 
typical firefighting environment is technically feasible. 

C. Voice over IP in Ad hoc Networks  

VoIP over ad hoc networks have reported to work well [8], 
however with an increased delay if 3 or more hops are 
required. Both AODV and OLSR protocols have been tested. 
Own performance evaluation is planned. 

IV. MULTI-PATH ROUTING 

The main challenge in the firefighting scenario remains to 
design the communication subsystem as robust as possible. In 
previous sections, it has been shown that wireless ad hoc 
technology is generally applicable to the firefighting scenario. 
Within this section a proposal is made to increase the 
robustness of wireless ad hoc communications by utilizing 
more than one path simultaneously.  

Mobile Ad hoc Network (MANET) protocols generally 
address the identification and maintenance of a single routing 
path between two nodes. There are several research studies 
that focus on maintaining multiple routing paths in MANETs. 
These studies mostly focus on the utilization of multiple paths 
as backup paths due to failures in the main routing path [9], 
[10]. The main purpose of maintaining these backup paths is to 
reduce the number of route discoveries. The general benefits 
envisioned by these studies for all MANET protocols are 
significantly lower routing overhead and lower transmission 
delays. 

Multi-path routing can also be used to improve 
communication efficiency and to promote QoS by utilizing 
different paths simultaneously.  Simultaneous use of multiple 
paths could be used to split packets of one flow or several 
independent flows. For the firefighting scenario, reliability of 
the data communication is the most important aspect. 
Therefore, duplicating packets of a flow is generally 
acceptable in this scenario. However, if several paths are used 
simultaneously, the performance is reduced, as in an ad hoc 
network the same channel is used by all devices accessing it 
with the well-known Carrier Sense Multiple Access with 
Congestion Avoidance (CSMA/CA) schemes. Therefore, the 
authors have investigated how to reduce the effect of 
interference between nodes as far as possible.  

 
Fig. 2.  NBC Mission Training 
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Discovering purely radio disjoint paths with no nodes in the 
interfering range of each other is not realistic. However, 
keeping node disjoint paths with minimum radio interference 
helps to avoid performance degradation (e.g. the flow in the 
middle problem in WLAN) up to some extent [11]. Therefore, 
the use of radio disjoint paths or paths with less interference is 
preferred.  

In order to measure the interference level of a node, a 
mechanism is considered by the authors to measure the load of 
a node in terms of two parameters. First, to measure the 
packets transmitted or received by the node itself and second, 
to measure all packets heard from the others in the vicinity. 
The second measurement directly reflects the interference 
level of a node. However, the first measurement is also 
considered to select the less loaded nodes (i.e., paths). During 
the route discovery process, each node informs others about its 
current load. Using this information, the destination should be 
able to compute the disjoint paths with less load [11].  

The following results highlight the performance 
improvement achieved by the simultaneous use of radio 
disjoint paths. These results were taken by setting two 
scenarios using an OPNET MANET model as shown in Fig. 3 
and Fig. 4. In Fig. 3, the originator can communicate with 
Dest_01 via the left path or right path. Both paths consist of 
the same number of hops (hop count). However, intermediate 
nodes of each path are separated in such a way that they will 
not be within the same interference level. The originator has 
started a FTP download from Dest_01. First, it uses a single 
path to send all data, named 1:0 distribution. Later, it 
distributes a packet of this flow equally to both paths, but at 
different distribution rates (i.e., 1:1, 10:10 & 100:100).  

 
In the second scenario (Fig. 4), all intermediate nodes are 

put closer to see the impact of interference between each other. 
Table I summaries the measured FTP download response time 
for both scenarios. 

 

 
 
 

 
The performance is the same when using a single path for 

both scenarios. With radio disjoint multi-paths (RDM), 
performance has been improved when splitting packets over 
two paths. In contrast, the performance degrades significantly 
for the simultaneous use with non-radio disjoint multi-paths 
(NDRM). This shows that the simultaneous use of data 
transmission in an interference environment will not improve 
the performance. We also investigated the case that two 
packets are not sent alternatively over the two routes (one to 
the left, one to right path), but to send a number of packets to 
each route and then take the next route, named as use of bulk 
distribution rate. In RDM, the increase of the distribution rate 
causes a performance decrease due to congestion. More TCP 
timeouts are invoked, yielding a frequent reduction of the 
congestion window. In NRDM however, an increase of the 
distribution rate results in a small performance increase (refer  
Table 1).  

 

This shows that it is useful to reduce the interference by 
reducing the parallel transmissions in both paths, when using 
NRDM paths. For this case, interference effects are higher 
than the congestion effects. Previous research on simultaneous 

 
Fig. 4.  Use of non-radio disjoint multi-path routing  

TABLE I 
FTP DOWNLOAD RESPONSE TIME IN SEC (10 MB DOWNLOAD) 

 
Distribution 

Rate 
Radio Disjoint Multi-

path (Scenario 1) 
Non Radio Disjoint Multi-

path  
(Scenario 2) 

 Response 
Time 
(Sec) 

% Response 
Time 
(Sec) 

% 

1:0 129.11 - 129.11 - 
1:1 85.37 33.8% 132.81 -2.7% 
10:10 98.49 23.7% 127.93 0.09% 
100:100 112.16 13.1% 126.79 1.8% 

 

 

 
Fig. 3. Use of radio disjoint Multi-path 
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use of multi-path routing shows the performance degrades in 
TCP environment. But, this research focuses only on using 
NRDM paths, which are equivalent to second scenario 
discussed above [12]. 

The above simulation was further extended to see the 
performance of scenario 1, when having routing paths with 
different hop counts. In this case, different distribution rates 
are used to split packets, proportion to the number of hop 
counts in the path. Table 2 shows that splitting of packets 
increases the performance even when using RDM with 
different hop counts.   

 
 
As explained earlier, the focus for the firefighting scenario 

in the wearIT@work project is to deploy the use of multi-path 
routing in MANETs (especially for reactive routing protocols 
such as AODV or DYMO) in order to increase reliability and 
performance. When applying multi-path routing, RDM will be 
considered and will be used to split packets of a flow or to 
duplicate packets for all paths.  

By using multi-path ad hoc routing in firefighting scenarios 
with duplicating packets, the reliability can be improved. 
However, the duplication of packets will lead to a reduced 
overall capacity. For instance, the response time in the 
simulations at best increases by 33%, whereas the traffic 
amount is doubled. With the applications considered in 
firefighting, capacity is not the critical issue but reliability is. 
Multi-path ad hoc therefore is a very promising approach now 
being under further investigation and study for implementation 
in the wearIT@work project.  

V. CONCLUSION AND OUTLOOK 

This paper identified requirements on communications for 
the firefighter that can be fulfilled by using multiple mobile 
and wireless communication systems and protocols. In 
particular, the feasibility of wireless ad hoc networks for 
firefighting has been validated. Therefore, experiments in real 
firefighting environments have been performed. Propagation 
measurements in fire, smoke and vapor and video applications 
via double hop wireless connections prove the feasibility to 
use this technology. 

In order to make communication even more reliable, the 
concept of duplicating packets and transmitting them on two or 
more ad hoc paths is proposed. First simulations show that the 

use of two paths can increase the throughput up to 33%. 
Hence, the overall performance is reduced by duplicating the 
packets as proposed by the authors. 

The simulations performed need to be extended from a 
static network configuration to mobile ones. Furthermore, the 
impact of duplicating and recombining packets on delay and 
jitter and thus on TCP needs to be investigated.  

Finally, a real implementation of multi-path MANET 
routing – DYMO – is planned for performance evaluation in 
real environments. 
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TABLE 2 
FTP DOWNLOAD RESPONSE TIME IN SEC (10 MB DOWNLOAD)  

OVER RDM  WITH DIFFERENT HOPCOUNTS 
 

Distribution Rate 
(LP:RP) 

Left Path (LP) = 4 hops, Right Path (RP) = 8 
hops 

 Response Time (Sec) % 
1:0 104.54 - 
2:1 84.92 19% 

 
Distribution Rate 

(LP:RP) 
Left Path (LP) = 8 hops, Right Path (RP) = 9 

hops 
 Response Time (Sec) % 

1:0 130.06 - 
9:8 97.78 24.8% 


